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MikroTik Certified Wireless Engineer (MTCWE)
MikroTik Certified Enterprise Wireless Engineer (MTCEWE)

rpozpamMma mpeHuHaa

BHumaHue!

Tembl, EREEEEREReoJolzo]:INVHIT=IEI(e]Yl paccMaTpUBaKOTCH B paMKax pacLUMpeHHOro Kypca
MTCWE n MTCEWE TOnbKo Ha HalleM TPEHWHre 1 He BXOASAT B opuumnanbHbIN Kypc.

e [1pUHUMNBI MHOXECTBEHHOIO A0CTYyna
e Moaynauus n nepefadva gaHHblx B 802.11
e RF Radio Spectrum u Electromagnetic Energy
Mogynb 1-2 e CtaHgapTbl 802.11a/b/g/n/ac/ax
Teopusa e CtaHgapTbl 802.11n/ac/ax
® Tunbl aHTEHH UX XapaKTEPUCTUKN
e Link Budget
e NHTepdepeHunsa (CCA,ACI)

e Mode +LAB

e Band, Channel Width, Frequency,SSID +LAB
e Scan-List

e Wireless-protocol

e Default AP/CLient TX Rate +LAB

Mogynb 3
Basic configuration

e Scan

e Frequency usage +LAB

e Spectral Scan/History +LAB
e Snooper Align

e Sniffer

Mogynb 4
Wireless Tools
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e DFS +LAB

o WMM

e Regulatory domain settings +LAB

e TX-power + LAB

e Country regulation settings

e HW-retries

e HW-protection

e 802.11 L1/L2 - PLCP, CCA (SD, ED)

e PacnpegenéHHas pyHkuusa koopamHauum (DCF)
e [1pobnemsbl “ckpbiTOro y3na” n “HesaluLeHHoro”
e Rate Flapping +LAB

Moaynb 5
Advanced configuration

e Access-List

e Connect-List

e RADIUS

e Virtual AP

e Client roaming, ROS station roaming

e Band Steering (5Ghz “priority” for client)

Moaynb 6
Access Management e [lepeknioyeHne mexay T (poymuHr) + LAB

e licnonb3oBaHune Access-List B ycnoBusx
MOBbILLEHHOTO LWyMa (MPOEeKTbl BbICOKOW
NIOTHOCTHN)
e LAB - KomnnekcHoe noctpoeHne 6ecnpoBoaHOM
CETU HECKONbKMM Kosn-BoM T (HECKONbKMMU
SSID), Virtual AP, VLAN, Bridging.
e Registration table analysis
e Signal to noise ratio
e Ack-Timeout/Distance

Mogynb 7 e CCQ

Wireless Troubleshooting e TX/RX Signal Strength

e Frames and HW-frames
e Data-rates
e Analysing the System log for wireless problems
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Mogynb 8
Wireless protorols
80211n/ac;Nstream;NV2

e 802.11n/ac

e Data Rates +LAB

e Channel bonding

e Chains (SISO, MIMO and MU-MIMO)
e Frame Aggregation

e TX-power for N cards +LAB

60Ghz e Nstreme
e Nstreme Dual
e Nv2
e 60Ghz O6bopynoBaHue, HacTpouka + LAB
e HeobxognmocTtb B Wireless Surveys
Mogynb 9

[MpoekTHaa aesaTenbHOCTb
(MMNO,MHP n 1.8)
Wireless Surveys

e CTagum NpoOEKTHON OENTENBHOCTHN
e basoBas pabota ¢ Ekahau site survey

e 110 (peanbHble 3amepsbl, kapTa wymos, Ekahau)
o [1HP
e [lokymeHTauns

Mogynb 10
WDS , MESH , Bridging

e Dynamic/Static WDS +LAB
e RSTP Bridge +LAB

¢ HWMP+ Mesh +LAB

e WWDS bridging +LAB

e AP/Station-WDS

e Pseudobridge

Mogyns 11
Wireless Security

e Authentication +LAB

e Encryption (WEP, WPA™ TKIP, WPA2™ AES)
e Overview of 802.11X (RADIUS and EAP)

e Management Frame Protection +LAB

Mogynb 12
CAPSMAN
(koHTpOnnep)

e KoHuenuus - 6azoBasi Teopus

e |2/L3 meToabl B3auMOAenCcTBmA

e CAPsMAN Configuration

e CAP Configuration

e Provisioning (universal, 5ghz, 2ghz module)
e CapsMan Forwarding Mode

e Local Forwarding Mode

e Access List and Registration Table

e LAB CAPSMAN
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